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Vision of the Institute

To become a renowned centre of outcome based learning and work toward academic,
professional, cultural and social enrichment of the lives of individuals and
communities.

Mission of the Institute

M1: Focus on evaluation of learning outcomes and motivate students to inculcate
research aptitude by project based learning.

M2: Identify, based on informed perception of Indian, regional and global needs, the
areas of focus and provide platform to gain knowledge and solutions.

M3: Offer opportunities for interaction between academia and industry.

M4: Develop human potential to its fullest extent so that intellectually capable and
imaginatively gifted leaders can emerge in a range of professions.

Vision Of The Department

To prepare students in the field of Artificial Intelligence and Data Science for competing with

the global perspective through outcome based education, research and innovation.

Mission Of The Department

1. To impart outcome based education in the area of Al&DS.
2. To provide platform to the experts from institutions and industry of repute to transfer the
knowledge to students for providing competitive and sustainable solutions.

3. To provide platform for innovation and research.




Program Outcomes (PO)

1. Engineering knowledge: Apply the knowledge of mathematics, science, engineering
fundamentals, and Artificial Intelligence & Data Science specialization to the solution of complex
Artificial Intelligence & Data Science problems.

2. Problem analysis: Identify, formulate, research literature, and analyze complex Artificial
Intelligence & Data Science problems reaching substantiated conclusions using first principles of
mathematics, natural sciences, and engineering sciences.

3. Design/development of solutions: Design solutions for complex Artificial Intelligence & Data
Science problems and design system components or processes that meet the specified needs with
appropriate consideration for the public health and safety, and the cultural, societal, and environmental
considerations.

4. Conduct investigations of complex problems: Use research-based knowledge and research
methods including design of Artificial Intelligence & Data Science experiments, analysis and
interpretation of data, and synthesis of the information to provide valid conclusions.

5. Modern tool usage: Create, select, and apply appropriate techniques, resources, and modern
engineering and IT tools including prediction and modeling to complex Artificial Intelligence & Data
Science activities with an understanding of the limitations.

6. The engineer and society: Apply reasoning informed by the contextual knowledge to assess
societal, health, safety, legal and cultural issues and the consequent responsibilities relevant to the
professional Artificial Intelligence & Data Science practice.

7. Environment and sustainability: Understand the impact of the professional Artificial Intelligence
& Data Science in societal and environmental contexts, and demonstrate the knowledge of, and need
for sustainable development.

8. Ethics: Apply ethical principles and commit to professional ethics and responsibilities and norms of

the Artificial Intelligence & Data Science practice.

9. Individual and team work: Function effectively as an individual, and as a member or leader in
diverse teams, and in multidisciplinary settings in Artificial Intelligence & Data Science

10. Communication: Communicate effectively on complex Artificial Intelligence & Data Science
activities with the engineering community and with society at large, such as, being able to comprehend
and write effective reports and design documentation, make effective presentations, and give and
receive clear instructions.

11. Project management and finance: Demonstrate knowledge and understanding of the Artificial
Intelligence & Data Science and management principles and apply these to one's own work, as a




member and leader in a team, to manage projects and in multidisciplinary environments.

12. Life-long learning: Recognize the need for, and have the preparation and ability to engage in

independent and life-long learning in the broadest context of technological change in Artificial
Intelligence & Data Science.




Program Educational Objectives (PEQ)

PEO1: To provide students with the fundamentals of Engineering Sciences with more emphasis in
Artificial Intelligence & Data Science by way of analyzing and exploiting engineering challenges.
PEO2:To train students with good scientific and engineering knowledge so as to comprehend,
analyze, design, and create novel products and solutions for the real life problems in Artificial
Intelligence & Data Science

PEO3: To inculcate professional and ethical attitude, effective communication skills, teamwork skills,
multidisciplinary approach, entrepreneurial thinking and an ability to relate engineering issues with
social issues for Artificial Intelligence & Data Science.

PEOA4: To provide students with an academic environment aware of excellence, leadership, written
ethical codes and guidelines, and the self-motivated life-long learning needed for a successful
professional career in Artificial Intelligence & Data Science.

PEOS: To prepare students to excel in Industry and Higher education by Educating Students along

with High moral values and Knowledge in Atrtificial Intelligence & Data Science.




COURSE OUTCOME: After studying this subject, student will be able

CO-1 | Understand the principles of Network Protocols and OSI and TCP/IP model.

CO-2 | Analyze and implement the concepts of various protocols of Error Detection and Correction
Analyze and apply the concept of various Routing algorithms and principles of reliable data
CO-3 | transfers along with transactional TCP and associated congestion control.

Classify role of application layer, its various elements like WWW, DNS FTP and network
C0-4 | security.




CO PO Mapping

PO1{PO2|PO3({PO4|PO5|PO6|PO7|PO8|PO9|PO10|PO11|PO12
corf3 |3 |3(2|2(1|1|1)1 1 1 3
cozzf3 (333|111 |1]1 2 1 3
cog(3 (332|111 |1]1 2 1 3
co4:3 (332|111 |1]1 1 1 3




Syllabus

4AI1D4-07: Data Communication and Computer Networks

Credit: 3 Max. Marks: 100(1A:30,ETE:70)
3L+0T+0P End Term Exam: 3 Hours
SN Contents Hours
1 Introduction: Objective, scope and outcome of the course. 1
2 Introductory Concepts: Network hardware, Network software,

topologies, Protocols and standards, OSI model, TCP model, TCP/IP
model, Physical Layer: Digital and Analog Signals, Periodic Analog 7
Signals, Signal Transmission, Limitations of Data Rate, Digital Data
Transmission, Performance Measures, Line Coding, Digital
Modulation, Media and Digital Transmission System

3 Data Link Layer: Error Detection and Correction, Types of Errors,
Two dimensional parity check, Detection verses correction, Block
Coding, Linear Block Coding, Cyclic Codes, Checksum, Standardized
Polynomial Code, Error Correction Methods, Forward Error
Correction, Protocols: Stop and wait, Go-back-N ARQ, Selective
Repeat ARQ, Sliding window, Piggy backing, Pure ALOHA,
Slotted ALOHA,

CSMA/CD, CSMA/CA

4 Network Layer: Design issues, Routing algorithms: IPV4, IPV6,
Address mapping:ARQ,RARQ,Congestion  control, 8
Unicast,Multicast,

Broadcast routing protocols, Quality of Service, Internetworking

5 Transport Layer: Transport service, Elements of transport protocols,
User Datagram Protocol, Transmission Control Protocol, Quality of 8
service, Leaky Bucket and Token Bucket algorithm

6 Application Layer: WWW, DNS, Multimedia, Electronic mail, FTP,
HTTP, SMTP, Introduction to network security

Total 40




UNIT:3

There are many reasons such as noise, cross-talk etc., which may help data to get corrupted
during transmission. The upper layers work on some generalized view of network architecture
and are not aware of actual hardware data processing. Hence, the upper layers expect error-free
transmission between the systems. Most of the applications would not function expectedly if they
receive erroneous data. Applications such as voice and video may not be that affected and with

some errorsthey may still function well.

Data-link layer uses some error control mechanism to ensure that frames (data bit streams) are
transmitted with certain level of accuracy. But to understand how errorsis controlled, it is essential

to know what types of errors may occur.

TypesofErrors

There may be three types of errors:

Single bit error

S R ived
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In a frame, there is only one bit, anywhere though, which is corrupt.

Multiple bits error

Sent ‘ Received
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Frame is received with more than one bits in corrupted state.

Burst error

Frame contains more thanl consecutive bits corrupted. Error control
mechanism may involve two possible ways:

e Error detection

e Error correction



ErrorDetection

Errors in the received frames are detected by means of Parity Check and Cyclic Redundancy
Check (CRC). In both cases, few extra bits are sent along with actual data to confirm that bits
received at other end are same as they were sent. If the counter-check at receiver end fails, the
bits are considered corrupted.

Parity Check

One extra bit is sent along with the original bits to make number of 1s either even incase of even
parity, or odd in case of odd parity.

The sender while creating a frame counts the number of 1s in it. For example, if evenparity is used
and number of 1s is even then one bit with value 0 is added. This waynumber of 1s remains even.
If the number of 1s is odd, to make it even a bit with value 1 is added.

Data Bits Even Parity
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The receiver simply counts the number of 1s in a frame. If the count of 1s is even and even parity
is used, the frame is considered to be not-corrupted and is accepted. If the count of 1s is odd and
odd parity is used, the frame is still not corrupted.

If a single bit flips in transit, the receiver can detect it by counting the number of 1s. But when
more than one bits are erroneous, then it is very hard for the receiver to detect the error.

Cyclic Redundancy Check (CRC)

CRC is a different approach to detect if the received frame contains valid data. This technique
involves binary division of the data bits being sent. The divisor is generatedusing polynomials. The
sender performs a division operation on the bits being sent and calculates the remainder. Before
sending the actual bits, the sender adds the remainder at the end of the actual bits. Actual data
bits plus the remainder is calleda codeword. The sender transmits data bits as codewords.
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At the other end, the receiver performs division operation on codewords using the same CRC
divisor. If the remainder contains all zeros the data bits are accepted, otherwise it is considered as
there is some data corruption occurred in transit.



ErrorCorrection

In the digital world, error correction can be done in two ways:
Backward Error Correction

When the receiver detects an error in the data received, it requests back the sender to retransmit

the data unit.
Forward Error Correction

When the receiver detects some error in the data received, it executes error- correcting code,
which helps it to auto-recover and to correct some kinds of errors.

The first one, Backward Error Correction, is simple and can only be efficiently used where
retransmitting is not expensive. For example, fiber optics. But in case of wireless transmission
retransmitting may cost too much. In the latter case, ForwardError Correction is used.

To correct the error in data frame, the receiver must know exactly which bit in the frame is
corrupted. To locate the bit in error, redundant bits are used as parity bits for error detection. For
example, we take ASCII words (7 bits data), then there could be 8 kind of information we need:
first seven bits to tell us which bit is in error and one more bit to tell that there is no error.



For m data bits, r redundant bits are used. r bits can provide 2r combinations of information. In
m+r bit codeword, there is possibility that the r bits themselves may get corrupted. So the number
of r bits used must inform about m+r bit locations plusno-error information, i.e. m+r+1.

2" >=m+r+1



Data-link layer is responsible for implementation of point-to-point flow and error control
mechanism.

FlowControl

When a data frame (Layer-2 data) is sent from one host to another over a single medium, it is
required that the sender and receiver should work at the same speed. That is, sender sends at a
speed on which the receiver can process and accept the data. What if the speed
(hardware/software) of the sender or receiver differs? If sender is sending too fast the receiver
may be overloaded, (swamped) and data maybe lost.

Two types of mechanisms can be deployed to control the flow:

Stop and Wait

This flow control mechanism forces the sender after transmitting a data frame to stopand wait until
the acknowledgement of the data-frame sent is received.
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Sliding Window
In this flow control mechanism, both sender and receiver agree on the number of data-frames
after which the acknowledgement should be sent. As we learnt, stop and wait flow control
mechanism wastes resources, this protocol tries to make use of underlying resources as much as
possible.



ErrorControl

When data-frame is transmitted, there is a probability that data-frame may be lost in the transit or
it is received corrupted. In both cases, the receiver does not receive the correct data-frame and
sender does not know anything about any loss. In such case, both sender and receiver are
equipped with some protocols which helps them to detect transit errors such as loss of data-
frame. Hence, either the sender retransmits the data-frame or the receiver may request to resend
the previous data-frame.

Requirements for error control mechanism:

e Error detection: The sender and receiver, either both or any, must ascertainthat there is some
error in the transit.

e Positive ACK: When the receiver receives a correct frame, it should acknowledge it.

e Negative ACK: When the receiver receives a damaged frame or a duplicate frame, it sends a
NACK back to the sender and the sender must retransmit thecorrect frame.

e Retransmission: The sender maintains a clock and sets a timeout period. If an acknowledgement
of a data-frame previously transmitted does not arrive before the timeout, the sender

retransmits the frame, thinking that the frameor its acknowledgement is lost in transit.

There are three types of techniques available which Data-link layer may deploy to control the
errors by Automatic Repeat Requests (ARQ):

Stop and wait ARQ
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The following transition may occur in Stop-and-Wait ARQ:
e The sender maintains a timeout counter.
e When aframe is sent, the sender starts the timeout counter.
o If acknowledgement of frame comes in time, the sender transmits the next frame in queue.

e |f acknowledgement does not come in time, the sender assumes that either the frame or its



acknowledgement is lost in transit. Sender retransmits the frame and starts the timeout
counter.

e If anegative acknowledgement is received, the sender retransmits the frame.

Go-Back-N ARQ

Stop and wait ARQ mechanism does not utilize the resources at their best. When the
acknowledgement is received, the sender sits idle and does nothing. In Go-Back-N ARQ method,
both sender and receiver maintain a window.

Sender Receiver
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The sending-window size enables the sender to send multiple frames without receiving the
acknowledgement of the previous ones. The receiving-window enables the receiver to receive
multiple frames and acknowledge them. The receiver keeps track of incoming frame’s sequence
number.

When the sender sends all the frames in window, it checks up to what sequence number it has
received positive acknowledgement. If all frames are positively acknowledged, the sender sends
next set of frames. If sender finds that it has received NACK or has not receive any ACK for a
particular frame, it retransmits all the frames after which it does not receive any positive ACK.

Selective Repeat ARQ

In Go-back-N ARQ, it is assumed that the receiver does not have any buffer space for its window
size and has to process each frame as it comes. This enforces the sender to retransmit all the
frames which are not acknowledged.



Sender Receiver
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In Selective-Repeat ARQ, the receiver while keeping track of
sequence numbers, buffers the frames in memory and sends NACK
for only frame which is missing or damaged.

The sender in this case, sends only packet for which NACK is received.
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