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Vision of the Institute 

 

To become a renowned centre of outcome based learning and work toward academic, 

professional, cultural and social enrichment of the lives of individuals and 

communities. 

 

 

Mission of the Institute 

 

M1: Focus on evaluation of learning outcomes and motivate students to inculcate 

research aptitude by project based learning. 

M2: Identify, based on informed perception of Indian, regional and global needs, the 

areas of focus and provide platform to gain knowledge and solutions. 

M3: Offer opportunities for interaction between academia and industry. 

M4: Develop human potential to its fullest extent so that intellectually capable and 

imaginatively gifted leaders can emerge in a range of professions. 

 

  Vision Of The Department 

        To prepare students in the field of Artificial Intelligence and Data Science for competing with 

        the global perspective through outcome based education, research and innovation. 

 

     Mission Of The Department 

1. To impart outcome based education in the area of AI&DS. 

2. To provide platform to the experts from institutions and industry of repute to transfer the 

 knowledge to students for providing competitive and sustainable solutions. 

3. To provide platform for innovation and research. 



  

Program Outcomes (PO) 

 

1. Engineering knowledge: Apply the knowledge of mathematics, science, engineering 

fundamentals, and Artificial Intelligence & Data Science specialization to the solution of 

complex Artificial Intelligence & Data Science problems. 

2. Problem analysis: Identify, formulate, research literature, and analyze complex Artificial 

Intelligence & Data Science problems reaching substantiated conclusions using first 

principles of mathematics, natural sciences, and engineering sciences. 

3. Design/development of solutions: Design solutions for complex Artificial Intelligence & 

Data Science problems and design system components or processes that meet the specified 

needs with appropriate consideration for the public health and safety, and the cultural, 

societal, and environmental considerations. 

4. Conduct investigations of complex problems: Use research-based knowledge and 

research methods including design of Artificial Intelligence & Data Science experiments, 

analysis and interpretation of data, and synthesis of the information to provide valid 

conclusions. 

5. Modern tool usage: Create, select, and apply appropriate techniques, resources, and 

modern engineering and IT tools including prediction and modeling to complex Artificial 

Intelligence & Data Science activities with an understanding of the limitations. 

6. The engineer and society: Apply reasoning informed by the contextual knowledge to 

assess societal, health, safety, legal and cultural issues and the consequent responsibilities 

relevant to the professional Artificial Intelligence & Data Science practice. 

7. Environment and sustainability: Understand the impact of the professional Artificial 

Intelligence & Data Science in societal and environmental contexts, and demonstrate the 

knowledge of, and need for sustainable development. 

8. Ethics: Apply ethical principles and commit to professional ethics and responsibilities 

and norms of the Artificial Intelligence & Data Science practice. 

9. Individual and team work: Function effectively as an individual, and as a member or 

leader in diverse teams, and in multidisciplinary settings in Artificial Intelligence & Data 

Science 

10. Communication: Communicate effectively on complex Artificial Intelligence & Data 

Science activities with the engineering community and with society at large, such as, being 

able to comprehend and write effective reports and design documentation, make effective 

presentations, and give and receive clear instructions. 



  

11. Project management and finance: Demonstrate knowledge and understanding of the 

Artificial Intelligence & Data Science and management principles and apply these to one‟ s 

own work, as a member and leader in a team, to manage projects and in multidisciplinary 

environments. 

12. Life-long learning: Recognize the need for, and have the preparation and ability to 

engage in independent and life-long learning in the broadest context of technological change 

in Artificial Intelligence & Data Science. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  

Program Educational Objectives (PEO) 

 

PEO1: To provide students with the fundamentals of Engineering Sciences with more 

emphasis in Artificial Intelligence & Data Science by way of analyzing and exploiting 

engineering challenges. 

PEO2:To train students with good scientific and engineering knowledge so as to 

comprehend, analyze, design, and create novel products and solutions for the real life 

problems in Artificial Intelligence & Data Science  

PEO3: To inculcate professional and ethical attitude, effective communication skills, 

teamwork skills, multidisciplinary approach, entrepreneurial thinking and an ability to relate 

engineering issues with social issues for Artificial Intelligence & Data Science. 

PEO4: To provide students with an academic environment aware of excellence, leadership, 

written ethical codes and guidelines, and the self-motivated life-long learning needed for a 

successful professional career in Artificial Intelligence & Data Science. 

PEO5: To prepare students to excel in Industry and Higher education by Educating Students 

along with High moral values and Knowledge in Artificial Intelligence & Data Science. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  

COURSE OUTCOME: After studying this subject, student will be able 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

CO-1 Understand the principles of Network Protocols and OSI and TCP/IP model. 

CO-2 Analyze and implement the concepts of various protocols of Error Detection and Correction 

CO-3 

Analyze and apply the concept of various Routing algorithms and principles of reliable data transfers along 

with transactional TCP and associated congestion control. 

C0-4 Classify role of application layer, its various elements like WWW, DNS FTP and network security. 



CO_PO Mapping 

 

SUBJECT 

CODE 

subject 

name 

 

PO1 PO2 PO3 PO4 PO5 PO6 PO7 PO8 PO9 PO10 PO11 PO12 

4AID4-07 

Data 

Communication 

and Computer 

Networks 

CO1: 3 3 3 2 2 1 1 1 1 1 1 3 

CO2: 3 3 3 3 1 1 1 1 1 2 1 3 

CO3: 3 3 3 2 1 1 1 1 1 2 1 3 

CO4: 3 3 3 2 1 1 1 1 1 1 1 3 



 

Syllabus 

 

 

4AID4-07: Data Communication and Computer Networks 

 

Credit: 3                                                                                   Max. Marks: 100(IA:30, ETE:70) 

3L+0T+0P                                                                                              End Term Exam: 3 Hours 

SN Contents Hours 

1 Introduction: Objective, scope and outcome of the course. 1 

2 Introductory Concepts: Network hardware, Network software, topologies, 

Protocols and standards, OSI model, TCP model, TCP/IP model, Physical Layer: 

Digital and Analog Signals, Periodic Analog Signals, Signal Transmission, 

Limitations of Data Rate, Digital Data Transmission, Performance Measures, 

Line Coding, Digital Modulation, Media and Digital Transmission System 

 

 

7 

3 Data Link Layer: Error Detection and Correction, Types of Errors, Two 

dimensional parity check, Detection verses correction, Block Coding, Linear 

Block Coding, Cyclic Codes, Checksum,  Standardized  Polynomial Code, Error 

Correction Methods, Forward Error Correction, Protocols: Stop and wait, Go-

back-N ARQ, Selective Repeat ARQ, Sliding window, Piggy backing, Pure 

ALOHA, Slotted ALOHA, 

CSMA/CD, CSMA/CA 

 

 

9 

4 Network Layer: Design issues, Routing algorithms: IPV4, IPV6, Address 

mapping:ARQ, RARQ, Congestion control, Unicast, Multicast, 

Broadcast routing protocols, Quality of Service, Internetworking 

 

8 

5 Transport Layer: Transport service, Elements of transport protocols, User 

Datagram Protocol, Transmission Control Protocol, Quality of 

service, Leaky Bucket and Token Bucket algorithm 

 

8 

6 Application Layer: WWW, DNS, Multimedia, Electronic  mail,  FTP,  HTTP, 

SMTP, Introduction to network security 
7 

Total 40 

 

 

 

 

 

 

 

 



 

UNIT:6 

SMTP 

o SMTP stands for Simple Mail Transfer Protocol. 

o SMTP is a set of communication guidelines that allow software to transmit an electronic 

mail over the internet is called Simple Mail Transfer Protocol. 

o It is a program used for sending messages to other computer users based on e-mail 

addresses. 

o It provides a mail exchange between users on the same or different computers, and it also 

supports: 

o It can send a single message to one or more recipients. 

o Sending message can include text, voice, video or graphics. 

o It can also send the messages on networks outside the internet. 

o The main purpose of SMTP is used to set up communication rules between servers. The 

servers have a way of identifying themselves and announcing what kind of 

communication they are trying to perform. They also have a way of handling the errors 

such as incorrect email address. For example, if the recipient address is wrong, then 

receiving server reply with an error message of some kind. 

Components of SMTP 

 

o First, we will break the SMTP client and SMTP server into two components such as user 

agent (UA) and mail transfer agent (MTA). The user agent (UA) prepares the message, 

creates the envelope and then puts the message in the envelope. The mail transfer agent 

(MTA) transfers this mail across the internet. 

 



 

o SMTP allows a more complex system by adding a relaying system. Instead of just having 

one MTA at sending side and one at receiving side, more MTAs can be added, acting 

either as a client or server to relay the email. 

 

o The relaying system without TCP/IP protocol can also be used to send the emails to 

users, and this is achieved by the use of the mail gateway. The mail gateway is a relay 

MTA that can be used to receive an email. 

 

Working of SMTP 

1. Composition of Mail: A user sends an e-mail by composing an electronic mail message 

using a Mail User Agent (MUA). Mail User Agent is a program which is used to send 

and receive mail. The message contains two parts: body and header. The body is the main 

part of the message while the header includes information such as the sender and 

recipient address. The header also includes descriptive information such as the subject of 

the message. In this case, the message body is like a letter and header is like an envelope 

that contains the recipient's address. 

2. Submission of Mail: After composing an email, the mail client then submits the 

completed e-mail to the SMTP server by using SMTP on TCP port 25. 

3. Delivery of Mail: E-mail addresses contain two parts: username of the recipient and 

domain name. For example, vivek@gmail.com, where "vivek" is the username of the 

recipient and "gmail.com" is the domain name. 

If the domain name of the recipient's email address is different from the sender's domain 

name, then MSA will send the mail to the Mail Transfer Agent (MTA). To relay the 

email, the MTA will find the target domain. It checks the MX record from Domain Name 

System to obtain the target domain. The MX record contains the domain name and IP 

address of the recipient's domain. Once the record is located, MTA connects to the 

exchange server to relay the message. 



 

4. Receipt and Processing of Mail: Once the incoming message is received, the exchange 

server delivers it to the incoming server (Mail Delivery Agent) which stores the e-mail 

where it waits for the user to retrieve it. 

5. Access and Retrieval of Mail: The stored email in MDA can be retrieved by using 

MUA (Mail User Agent). MUA can be accessed by using login and password. 

FTP 

o FTP stands for File transfer protocol. 

o FTP is a standard internet protocol provided by TCP/IP used for transmitting the files 

from one host to another. 

o It is mainly used for transferring the web page files from their creator to the computer 

that acts as a server for other computers on the internet. 

o It is also used for downloading the files to computer from other servers. 

Objectives of FTP 

o It provides the sharing of files. 

o It is used to encourage the use of remote computers. 

o It transfers the data more reliably and efficiently. 

Why FTP? 

Although transferring files from one system to another is very simple and straightforward, but 

sometimes it can cause problems. For example, two systems may have different file conventions. 

Two systems may have different ways to represent text and data. Two systems may have 

different directory structures. FTP protocol overcomes these problems by establishing two 

connections between hosts. One connection is used for data transfer, and another connection is 

used for the control connection. 

Mechanism of FTP 

 



 

The above figure shows the basic model of the FTP. The FTP client has three components: the 

user interface, control process, and data transfer process. The server has two components: the 

server control process and the server data transfer process. 

There are two types of connections in FTP: 

 

o Control Connection: The control connection uses very simple rules for communication. 

Through control connection, we can transfer a line of command or line of response at a 

time. The control connection is made between the control processes. The control 

connection remains connected during the entire interactive FTP session. 

o Data Connection: The Data Connection uses very complex rules as data types may vary. 

The data connection is made between data transfer processes. The data connection opens 

when a command comes for transferring the files and closes when the file is transferred. 

FTP Clients 

o FTP client is a program that implements a file transfer protocol which allows you to 

transfer files between two hosts on the internet. 

o It allows a user to connect to a remote host and upload or download the files. 

o It has a set of commands that we can use to connect to a host, transfer the files between 

you and your host and close the connection. 

o The FTP program is also available as a built-in component in a Web browser. This GUI 

based FTP client makes the file transfer very easy and also does not require to remember 

the FTP commands. 

Advantages of FTP: 

o Speed: One of the biggest advantages of FTP is speed. The FTP is one of the fastest way 

to transfer the files from one computer to another computer. 

o Efficient: It is more efficient as we do not need to complete all the operations to get the 

entire file. 

o Security: To access the FTP server, we need to login with the username and password. 

Therefore, we can say that FTP is more secure. 



 

o Back & forth movement: FTP allows us to transfer the files back and forth. Suppose 

you are a manager of the company, you send some information to all the employees, and 

they all send information back on the same server. 

Disadvantages of FTP: 

o The standard requirement of the industry is that all the FTP transmissions should be 

encrypted. However, not all the FTP providers are equal and not all the providers offer 

encryption. So, we will have to look out for the FTP providers that provides encryption. 

o FTP serves two operations, i.e., to send and receive large files on a network. However, 

the size limit of the file is 2GB that can be sent. It also doesn't allow you to run 

simultaneous transfers to multiple receivers. 

o Passwords and file contents are sent in clear text that allows unwanted eavesdropping. 

So, it is quite possible that attackers can carry out the brute force attack by trying to guess 

the FTP password. 

o It is not compatible with every system. 

HTTP 

o HTTP stands for HyperText Transfer Protocol. 

o It is a protocol used to access the data on the World Wide Web (www). 

o The HTTP protocol can be used to transfer the data in the form of plain text, hypertext, 

audio, video, and so on. 

o This protocol is known as HyperText Transfer Protocol because of its efficiency that 

allows us to use in a hypertext environment where there are rapid jumps from one 

document to another document. 

o HTTP is similar to the FTP as it also transfers the files from one host to another host. But, 

HTTP is simpler than FTP as HTTP uses only one connection, i.e., no control connection 

to transfer the files. 

o HTTP is used to carry the data in the form of MIME-like format. 

o HTTP is similar to SMTP as the data is transferred between client and server. The HTTP 

differs from the SMTP in the way the messages are sent from the client to the server and 

from server to the client. SMTP messages are stored and forwarded while HTTP 

messages are delivered immediately. 

Features of HTTP: 

o Connectionless protocol: HTTP is a connectionless protocol. HTTP client initiates a 

request and waits for a response from the server. When the server receives the request, 

the server processes the request and sends back the response to the HTTP client after 

which the client disconnects the connection. The connection between client and server 

exist only during the current request and response time only. 



 

o Media independent: HTTP protocol is a media independent as data can be sent as long 

as both the client and server know how to handle the data content. It is required for both 

the client and server to specify the content type in MIME-type header. 

o Stateless: HTTP is a stateless protocol as both the client and server know each other only 

during the current request. Due to this nature of the protocol, both the client and server do 

not retain the information between various requests of the web pages. 

o HTTP Transactions 

o  
o The above figure shows the HTTP transaction between client and server. The client 

initiates a transaction by sending a request message to the server. The server replies to the 

request message by sending a response message. 

o Messages 

o HTTP messages are of two types: request and response. Both the message types follow 

the same message format. 

o  
o Request Message: The request message is sent by the client that consists of a request 

line, headers, and sometimes a body. 

o  
o Response Message: The response message is sent by the server to the client that consists 

of a status line, headers, and sometimes a body. 

Uniform Resource Locator (URL) 



 

o A client that wants to access the document in an internet needs an address and to facilitate 

the access of documents, the HTTP uses the concept of Uniform Resource Locator 

(URL). 

o The Uniform Resource Locator (URL) is a standard way of specifying any kind of 

information on the internet. 

o The URL defines four parts: method, host computer, port, and path. 

 

o Method: The method is the protocol used to retrieve the document from a server. For 

example, HTTP. 

o Host: The host is the computer where the information is stored, and the computer is 

given an alias name. Web pages are mainly stored in the computers and the computers are 

given an alias name that begins with the characters "www". This field is not mandatory. 

o Port: The URL can also contain the port number of the server, but it's an optional field. If 

the port number is included, then it must come between the host and path and it should be 

separated from the host by a colon. 

o Path: Path is the pathname of the file where the information is stored. The path itself 

contain slashes that separate the directories from the subdirectories and files. 

World Wide Web (WWW) 

The World Wide Web abbreviated as WWW and commonly known as the web. The WWW 

was initiated by CERN (European library for Nuclear Research) in 1989.  

History:  

It is a project created, by Timothy Berner’s Lee in 1989, for researchers to work together 

effectively at CERN. is an organization, named World Wide Web Consortium (W3C), which 

was developed for further development in the web. This organization is directed by Tim Berner’s 

Lee, aka the father of the web.  

 



 

 
Features of WWW:  

 HyperText Information System  

 Cross-Platform  

 Distributed  

 Open Standards and Open Source  

 Uses Web Browsers to provide a single interface for many services  

 Dynamic, Interactive and Evolving.  

 “Web 2.0”  

 

Components of Web: There are 3 components of web:  

  

1. Uniform Resource Locator (URL): serves as system for resources on web.  

2. HyperText Transfer Protocol (HTTP): specifies communication of browser and server.  

3. Hyper Text Markup Language (HTML): defines structure, organisation and content of 

webpage.  

  

What is Multimedia? 

The word multi and media are combined to form the word multimedia. The word “multi” 

signifies “many.” Multimedia is a type of medium that allows information to be easily 

transferred from one location to another.  

Multimedia is the presentation of text, pictures, audio, and video with links and tools that allow 

the user to navigate, engage, create, and communicate using a computer. 

Multimedia refers to the computer-assisted integration of text, drawings, still and moving 

images(videos) graphics, audio, animation, and any other media in which any type of 

information can be expressed, stored, communicated, and processed digitally.  

To begin, a computer must be present to coordinate what you see and hear, as well as to 

interact with. Second, there must be interconnections between the various pieces of 

information. Third, you’ll need navigational tools to get around the web of interconnected 

data.  

Multimedia is being employed in a variety of disciplines, including education, training, and 

business. 



 

Categories of Multimedia 

Linear Multimedia:  
It is also called Non-interactive multimedia. In the case of linear multimedia, the end-user 

cannot control the content of the application. It has literally no interactivity of any kind. Some 

multimedia projects like movies in which material is thrown in a linear fashion from beginning 

to end. A linear multimedia application lacks all the features with the help of which, a user can 

interact with the application such as the ability to choose different options, click on icons, 

control the flow of the media, or change the pace at which the media is displayed. Linear 

multimedia works very well for providing information to a large group of people such as at 

training sessions, seminars, workplace meetings, etc.  

Non-Linear Multimedia: 

In Non-Linear multimedia, the end-user is allowed the navigational control to rove through 

multimedia content at his own desire. The user can control the access of the application. Non-

linear offers user interactivity to control the movement of data. For example computer games, 

websites, self-paced computer-based training packages, etc. 

Applications of Multimedia 

Multimedia indicates that, in addition to text, graphics/drawings, and photographs, computer 

information can be represented using audio, video, and animation. Multimedia is used in: 

Education 
In the subject of education, multimedia is becoming increasingly popular. It is often used to 

produce study materials for pupils and to ensure that they have a thorough comprehension of 

various disciplines. Edutainment, which combines education and entertainment, has become 

highly popular in recent years. This system gives learning in the form of enjoyment to the user.  

Entertainment 
The usage of multimedia in films creates a unique auditory and video impression. Today, 

multimedia has completely transformed the art of filmmaking around the world. Multimedia is 

the only way to achieve difficult effects and actions. 

The entertainment sector makes extensive use of multimedia. It’s particularly useful for 

creating special effects in films and video games. The most visible illustration of the 

emergence of multimedia in entertainment is music and video apps. Interactive games become 

possible thanks to the use of multimedia in the gaming business. Video games are more 

interesting because of the integrated audio and visual effects. 

Business 

Marketing, advertising, product demos, presentation, training, networked communication, etc. 

are applications of multimedia that are helpful in many businesses. The audience can quickly 

understand an idea when multimedia presentations are used. It gives a simple and effective 

technique to attract visitors’ attention and effectively conveys information about numerous 

products. It’s also utilized to encourage clients to buy things in business marketing. 

Technology & Science 

In the sphere of science and technology, multimedia has a wide range of applications. It can 

communicate audio, films, and other multimedia documents in a variety of formats. Only 

multimedia can make live broadcasting from one location to another possible. 



 

It is beneficial to surgeons because they can rehearse intricate procedures such as brain 

removal and reconstructive surgery using images made from imaging scans of the human body. 

Plans can be produced more efficiently to cut expenses and problems. 

Fine Arts 
Multimedia artists work in the fine arts, combining approaches employing many media and 

incorporating viewer involvement in some form. For example, a variety of digital mediums can 

be used to combine movies and operas. 

Digital artist is a new word for these types of artists. Digital painters make digital paintings, 

matte paintings, and vector graphics of many varieties using computer applications. 

Engineering 
Multimedia is frequently used by software engineers in computer simulations for military or 

industrial training. It’s also used for software interfaces created by creative experts and 

software engineers in partnership. Only multimedia is used to perform all the minute 

calculations. 

Components of Multimedia 

Multimedia consists of the following 5 components: 

Text 
Characters are used to form words, phrases, and paragraphs in the text. Text appears in all 

multimedia creations of some kind. The text can be in a variety of fonts and sizes to match the 

multimedia software’s professional presentation. Text in multimedia systems can communicate 

specific information or serve as a supplement to the information provided by the other media.  

Graphics 

Non-text information, such as a sketch, chart, or photograph, is represented digitally. Graphics 

add to the appeal of the multimedia application. In many circumstances, people dislike reading 

big amounts of material on computers. As a result, pictures are more frequently used than 

words to clarify concepts, offer background information, and so on. Graphics are at the heart of 

any multimedia presentation. The use of visuals in multimedia enhances the effectiveness and 

presentation of the concept. Windows Picture, Internet Explorer, and other similar programs 

are often used to see visuals. Adobe Photoshop is a popular graphics editing program that 

allows you to effortlessly change graphics and make them more effective and appealing.  

Animations 
A sequence of still photographs is being flipped through. It’s a set of visuals that give the 

impression of movement. Animation is the process of making a still image appear to move. A 

presentation can also be made lighter and more appealing by using animation. In multimedia 

applications, the animation is quite popular. The following are some of the most regularly used 

animation viewing programs: Fax Viewer, Internet Explorer, etc. 

Video 
Photographic images that appear to be in full motion and are played back at speeds of 15 to 30 

frames per second. The term video refers to a moving image that is accompanied by sound, 

such as a television picture. Of course, text can be included in videos, either as captioning for 

spoken words or as text embedded in an image, as in a slide presentation. The following 

programs are widely used to view videos: Real Player, Window Media Player, etc. 

Audio 



 

Any sound, whether it’s music, conversation, or something else. Sound is the most serious 

aspect of multimedia, delivering the joy of music, special effects, and other forms of 

entertainment. Decibels are a unit of measurement for volume and sound pressure level. Audio 

files are used as part of the application context as well as to enhance interaction. Audio files 

must occasionally be distributed using plug-in media players when they appear within online 

applications and webpages. MP3, WMA, Wave, MIDI, and RealAudio are examples of audio 

formats. The following programs are widely used to view videos: Real Player, Window Media 

Player, etc. 

Computer Network Security Computer network security consists of measures taken by 

business or some organizations to monitor and prevent unauthorized access from the 

outside attackers. 

Different approaches to computer network security management have different requirements 

depending on the size of the computer network. For example, a home office requires basic 

network security while large businesses require high maintenance to prevent the network from 

malicious attacks. 

Network Administrator controls access to the data and software on the network. A network 

administrator assigns the user ID and password to the authorized person. 

Aspects of Network Security: 

Following are the desirable properties to achieve secure communication: 

 

o Privacy: Privacy means both the sender and the receiver expects confidentiality. The 

transmitted message should be sent only to the intended receiver while the message 

should be opaque for other users. Only the sender and receiver should be able to 

understand the transmitted message as eavesdroppers can intercept the message. 

Therefore, there is a requirement to encrypt the message so that the message cannot be 

intercepted. This aspect of confidentiality is commonly used to achieve secure 

communication. 

o Message Integrity: Data integrity means that the data must arrive at the receiver exactly 

as it was sent. There must be no changes in the data content during transmission, either 

maliciously or accident, in a transit. As there are more and more monetary exchanges 

over the internet, data integrity is more crucial. The data integrity must be preserved for 

secure communication. 

o End-point authentication: Authentication means that the receiver is sure of the sender?s 

identity, i.e., no imposter has sent the message. 



 

o Non-Repudiation: Non-Repudiation means that the receiver must be able to prove that 

the received message has come from a specific sender. The sender must not deny sending 

a message that he or she send. The burden of proving the identity comes on the receiver. 

For example, if a customer sends a request to transfer the money from one account to 

another account, then the bank must have a proof that the customer has requested for the 

transaction. 

Types of Network Security:  

The few types of network securities are discussed as below :  

1. Access Control:  

Not every person should have complete allowance to the accessibility to the network or its 

data. The one way to examine this is by going through each personnel’s details. This is done 

through Network Access Control which ensures that only a handful of authorized personnel 

must be able to work with allowed amount of resources.  

  

2. Antivirus and Anti-malware Software:  

This type of network security ensures that any malicious software does not enter the 

network and jeopardize the security of the data. The malicious software like Viruses, 

Trojans, Worms are handled by the same. This ensure that not only the entry of the malware 

is protected but also that the system is well equipped to fight once it has entered.  

  

3. Cloud Security:  

Now a day, a lot many organisations are joining hands with the cloud technology where 

a large amount of important data is stored over the internet. This is very vulnerable to 

the malpractices that few unauthorized dealers might pertain. This data must be 

protected an it should be ensured that this protection is not jeopardize over anything. 

Many businesses embrace SaaS applications for providing some of its employees the 

allowance of accessing the data stored over the cloud. This type of security ensures in 

creating gaps in visibility of the data.  

 

https://www.geeksforgeeks.org/access-control-in-computer-network/
https://www.geeksforgeeks.org/how-an-antivirus-works/
https://www.geeksforgeeks.org/malware-and-its-types/
https://www.geeksforgeeks.org/malware-and-its-types/
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